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Ozet

internet kullanimi tiim diinya capinda her gecen giin artan bir egilim gdstermektedir. Bilgiye
erisim, iletisim, eglence, alisveris gibi glindelik islerde insan yasamini kolaylastiran internet’in,
icinde insanin oldugu bircok yapida oldugu gibi koti amach kullanimlari da s6z konusu
olmaktadir. Ornegin, internet lizerinden islenen siber suclar ve maruz kalinan siber tehditler
sonucunda kisi ve kurumlar maddi ve manevi zararlara ugramaktadir. Bu nedenle, internet
Gzerinden gelebilecek tehditlere karsi savunmasiz olmamak ve bu tehditleri engellemek
acisindan bir calisma alani olarak siber glivenlik giderek 6nem kazanmaktadir.

Alanyazinda sanal alanda givenligin saglanmasi icin teknolojik yatirimlardan 6nce, bireylere
siber glivenlik farkindaligi kazandirmanin daha énemli ve 6ncelikli oldugunun alti ¢izilmektedir.
Bu ylzden siber glivenlik konusunda bireyi 6n planda tutan ve bireye dayali degiskenleri ele
alan calismalarin yapilmasi 6nerilmektedir. Bu baglamda bu calismada 6grencilerin siber
glvenlik davranislari incelenmistir. Bu inceleme bes faktor kisilik 6zellikleri baglaminda
gerceklestirilmistir. Buna ek olarak 6grencilerin siber glivenlik davranislarinin cinsiyet, sinif,
bolim, bilisim givenligi egitimi alma durumu, haftalik internet ve bilgisayar kullanim
sirelerine gore farklilasma durumlari da arastirilmistir.

Calismaya farkli Universite, bolim ve siniflardan 250 6n lisans ve lisans 6grencisi katilim
gdstermistir. Calismada veriler " Kisisel Siber Giivenligi Saglama Olcegi", "Bes Faktor Kisilik
Ozellikleri Olcegi" ve arastirmacilar tarafindan gelistirilen "Kisisel Bilgi Formu" ile toplanmustir.
Bes faktor kisilik 6zellikleri 6lcegi, “disadontklik”, “uyumluluk”, “sorumluluk”, “nevrotiklik” ve
“deneyime acikhk” olmak lzere 5 alt boyuttan olusmaktadir.

Calismadan elde edilen bulgular sonucunda, 6grencilerin siber glivenlik davranislarinin yeterli
diizeye sahip oldugu seklinde bir ¢ikarim yapilabilmektedir (X=3.75/5.00). Buna ek olarak siber
glvenlik davranislari ile bes faktor kisilik 6zelliklerinden "deneyime acikhk", "sorumluluk” ve
"disadonuklik" 6zellikleri arasinda anlamli diizeyde pozitif yonde bir iligki; "nevrotiklik" 6zelligi
arasinda ise negatif yonde bir iliski tespit edilmistir. "Uyumluluk" kisilik 6zelligi ile siber
glvenlik davranislari arasinda anlamh bir iliski bulunamamistir. Ayrica 6grencilerin siber
glvenlik davranislari sinif, bélim, bilisim glivenligi egitimi alma durumu ve haftalik internet
kullanim siiresi degiskenlerine gore farklilik gdsterirken, cinsiyet ve haftalik bilgisayar kullanim
suresine gore bir farklilik gézlenmemistir. Bu sonuglar i1siginda kisisel olarak siber giivenligin
saglanmasi konusunda okullarda egitimlerin verilmesinin dnemli oldugu sdylenebilir.

Anahtar sézciikler: Siber giivenlik, bes faktor kisilik o6zellikleri, iiniversite égrencileri,
farkindalik
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Examination of Students’ Cyber Security Behaviours in Relation to Big Five
Personality Traits

Abstract

The use of Internet shows a growing trend all over the world. The Internet facilitates human
life in everyday tasks such as access to information, communication, entertainment, shopping,
and so on. However, it can also be used by people for malicious purposes. For example, cyber
crimes committed via the Internet and exposure to cyber threats cause individuals and
organizations to suffer financial and emotional damage. Since users are vulnerable to the
threats faced on the Internet, studies about cyber security are getting more attention. Thus,
in oreer to prevent these threats, cyber security, as an issue, needs to be studied.

Itis underlined in the literature that raising indivuduals’ awarenes about cyber security should
be prioritized over technological investments in order to ensure security in the cyber space.
Therefore, it is suggested to carry out studies that focus on human-based variables in cyber
security. In this regard, this study investigates students' cyber security behaviors in the context
of Big Five Personality Traits. In addition to this, the students’ cyber security behaviours were
also investigated whether they differ accross gender, grade, department, status of receiving
information security training, weekly internet and computer usage time.

The participants of this study consisted of 250 students from different universities,
departments and grades. The data were collected by the "Personal Information Form"
developed by the researchers, the "Personal Cyber Security Provision Scale", and "Big Five
Personality Traits Scale". Big Five Personality Traits Scale consists of five subscales, including
"extroversion"”, "agreeableness"”, "conscientiousness", "neuroticism" and "openness to
experience".

Findings indicated that, the students perform sufficient level of cyber security behaviors (X =
3.75 / 5.00). In addition, cyber security behaviours were found to have a significant positive
relationship with "opennes to experience", "conscientiousness" and "extroversion"
personality traits; and a significant negative relationship with the "neuroticism" trait. There
was no significant relationship between "agreeableness" personality trait and cyber security
behaviors. In addition, while the students' cyber security behaviors differed according to the
grade, department, status of receiving information security training and weekly internet usage
time, they did not differ according to gender and weekly computer usage time. In the light of
these results, it can be stated that it is important for schools to provide individuals with cyber
security training programs.
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